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Information security is an important part of individuals and businesses on an everyday basis. 
Information itself can be physical, electronic or even immaterial as an individual’s 
knowledge. For companies it is crucial of making sure that the information and knowledge 
that is shared within the company stays within the company and that is where information 
classification and restriction plays a part. The background for the making of this thesis was 
the need for the case company (titled Company X) to have a unified, written document policy 
for information classification and availability restriction. Information classification refers to 
who gets to view and what information, whereas availability restriction refers to what infor-
mation can be given out and under what circumstances. The main goal was to create general 
suggestions for creating such a policy, rather than to create the policy itself. For this pur-
pose, two research questions were made: how the policy should be like and what is the cur-
rent status of the policy within the company. 
The research methods selected were an interview with the CSO/Vice President of the com-
pany and a questionnaire directed at the employees of the company. The results provided 
many key points to focus on with the development of the policy, such as defining the life cy-
cle of information within the company, combining all existing policy guidelines under one 
document as well as to make the policy easy to comprehend and find when needed. During 
the questionnaire it also became apparent that the general knowledge of the policy within 
the company was rather poor. 
Several conclusions were made and turned into suggestions to improve the policy. The policy 
follows the Katakri criteria and to create a new document for the policy it was suggested that 
all current information would be reviewed and possibly updated. Another theme was the need 
to create a system to track the copying of information within the company. The other themes 
that were suggested for development was to improve the knowledge of the company employ-
ees on the policy as well as include proper definitions and a quick referencing section to the 
document. 
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1 Introduction 
Information comes in many forms and different values. It can be in physical, electronic or 
knowledge of an individual person. The value of information is different between individuals 
and bigger companies. Personal data is a much-discussed topic and brings value to the individ-
ual, while companies put value on their own data, such as trade secrets. Companies should 
make sure that the information and knowledge that is shared stays within the company. This 
is what information classification and restriction aims of protect. 
This thesis focuses on these two aspects. It will tell about the case company (referred to as 
Company X for anonymity) and the second chapter covers fundamentals of information secu-
rity to give a basic understanding of the topic. A definition for the two main themes of the 
thesis is given. 
In the third chapter methodology for the thesis is explained. Research is based on two meth-
ods: an interview and a questionnaire that will answer two research questions. The aim is to 
develop guidelines to create a policy for information classification and restriction of availabil-
ity. The scope and scale of the development becomes apparent in this chapter. Chapter four 
will go over the results of the research, revealing main themes to focus on. 
The final chapter focuses on conclusions of the study and introduces improvement options for 
developing the policy. 
1.1 Purpose and Goals 
The purpose of this thesis is to create suggestions for improvement to the policy regarding in-
formation classification and restriction within the case company. Reasoning for this is the 
need for a unified document to include all the information regarding data/information classi-
fication and restriction of availability. The final product of this thesis is not aimed to be a fi-
nal version of the policy document. The purpose is to be a guideline to further develop the 
policy within the case company. 
To reach the goal, methods selected for the research were a questionnaire aimed at the em-
ployees of the company as and an interview with the Chief Security Officer (CSO)/Vice Presi-
dent of the case company. With these methods the purpose is to find areas for development. 
This should help to create a basis for improvement on which the new policy could be build up 
on. Once a framework for improvement ideas and suggestions are created, they are then 
handed over to the case company for review and commenting. 
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1.2 Case Company 
The case company for this thesis is a large government-owned corporation that operates in 
several locations throughout Finland, employing over 1000 people in operational and manage-
rial fields. The company is managed by the general meeting, board of directors and CEO. The 
turnover of the company was 377 million euros in 2018. For confidentiality purposes, the case 
company will be referred to as “Company X” in this thesis. 
A government-owned corporation (or state-owned enterprise) is created by a government to 
take part in commercial activity in different areas or fields for profit (Kenton, 2019). The 
company can be fully owned (for example Valtion Rautatiet yhtymä Oy in Finland) or partially 
owned (Finnair Oyj in Finland). In partially owned companies, the government takes part with 
decisions made in the company with a vote within the board of directors. The basic business 
principles are the same between a private and government-owned corporation. As the name 
implies, the government owns a part of the company in the latter and thus has a right to vote 
within the board of directors. The control of the vote is conducted by a separate ministry; 
however, the ministry primarily answers to the parliament which is the highest entity. State 
Shareholdings and Ownership Steering Act (1368/2007) is the legislation that defines these ac-
tions. 
1.3 Definition of a Policy 
A policy is a set of ideas or a plan within companies meant to give guidelines to different situ-
ations (Cambridge Dictionary). It can be a guideline for a big or small concept that has an im-
pact towards the company culture. A policy on corporate social responsibility has a bigger im-
pact that explains how a company deals for example with sustainable development (Schooley 
2019). A company policy on no smoking at workplace is a minor policy that promotes a health-
ier work culture. The purposes of a policy are to assure that everyone within the company 
works with the same ruleset regardless of topic or field. The policy that this thesis aims to 
improve is the policy regarding Company X’s information classification and restriction of 
availability. 
2 Thesis Framework 
“One problem with data and information assets is that they are not easily quantifiable when 
compared to traditional goods.” (Borek, Parlikad, Webb and Woodall 2014, 8) 
Information could be considered to have no implicit value: it depends on the use, purpose and 
context. In relation to information security and classification, companies set the value on the 
information they are classifying. The value would consist of how much monetary damage los-
ing that information could cause to the company, for example trade secrets. “When data and 
information are important for the success of an organization, data and information become 
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assets for the organization” (Borek et al 2014, 6). Confidential information is generally valued 
higher than public information, as it holds data deemed vital to the success of the company 
or its reputation (trade secrets, client data etc.). Companies are trusted with protecting any 
possible data that has resulted from coalitions with other companies or client information 
data. This type of information has high value, even if not for direct financial losses, but for 
the reputation of companies. Losing sensitive data that regards other parties causes a dent in 
company reputation that can then result in losses financially. 
Borek et al refer to a comparison of is data being the new oil, originally expressed by Clive 
Humbyat at the ANA Senior Marketer’s Summit 2006 and Michael Palmer’s blog post, brought 
up in an article for Forbes.com by Perry Rotella in 2012. Palmer wrote that “Data is just like 
crude. It’s valuable, but if unrefined it cannot really be used. It has to be changed into gas, 
plastic, chemicals, etc., to create a valuable entity that drives profitable activity; so must 
data be broken down, analyzed for it to have value” (Borek et al 2014, 5). Jer Thorp wrote a 
response in an article blog for Harvard Business Review, calling information “the ultimate re-
newable resource” and that data is created in vast quantities every day, instead of it being 
“lying in wait beneath the surface”. He also wrote that “finding value from data is much 
more a process of cultivation than it is one of extraction or refinement” (Borek et al 2014, 5).
 
Figure 1 Data Types (Borek et al 2014, 7) 
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2.1 Information Security 
Information security and cybersecurity are two concepts that are often mistaken to mean the 
same thing (Computer Science Degree Hub, Cisco.com). While similar, cybersecurity focuses 
on the digital world (computers, networks, internet) and information security is about both 
digital and analogue information, regardless of where it is saved. The terms data and infor-
mation are different, with information being referred to as processed data. This means that 
data itself is raw facts which becomes information when it is processed (Borek et al 2014). 
When it comes to security that is related to information, it should not be considered in a tra-
ditional way. Information as an asset can be considered limited on how it can be protected 
physically (such as physical security for servers). This creates different challenges compared 
to physical security of personnel or premises. Physical information and non-material infor-
mation, such as human knowledge should be considered in the general definition of what in-
formation security focuses on. Information security aims to protect the following: 
• Confidentiality – providing access to only those with validity and authorisation 
• Integrity – to ensure that information is not tampered with or deleted 
• Availability – ensuring that the information is available when needed 
Confidentiality, integrity and availability are referred to as the CIA triad (Perrin 2008). The 
reason to keep information security infrastructure up to date is emphasized by how much 
companies rely their business on data and information they have. It can take one mistake for 
a company to end up in turmoil, for example with sensitive data exposure such as client data, 
trade secrets or in the worst-case scenario vital security and safety information (Layzell 
2018). The primary focus of information security is to protect the CIA triad, but it also aims to 
maintain organisational productivity. The risk management process that information security 
is achieved via consists of identifying assets, their vulnerabilities, threats and how impactful 
they are. After evaluating these risks, decisions are made on if a threat should be avoided, 
mitigated, shared or accepted. Based on these decisions, security controls are implemented 
and then monitored for possible improvements. (Tunggal 2012) 
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Figure 2 The CIA Triad (Infosecinstitute.com) 
2.2 Risks, Threats and Protection of Information Security 
Information Security faces several different threats and analysis of all these threats is im-
portant (Search Inform 2019). Different threats could be intentional, accidental, or caused by 
natural disasters. Intentional threats generally are malevolent in nature, such as sabotage or 
vandalism. Someone who wants to harm a company in any way for any reason could be con-
sidered the be a threat of malevolent intent. Malevolent threats could include viruses, phish-
ing attempts, attempted disruptions or even copying sensitive information. Threats caused by 
human error are generally the opposite and are unintentional. Human error factors in threats 
such as mistakes or accidents due to for example lack of policy guidelines for handling sensi-
tive information. There can also be failures in software or hardware. Natural disasters (earth-
quake, flood etc.) could also cause harm to a company by damaging servers for example 
(Whitman 2003). These are some of the main risks and threats that information security 
faces. Michael E. Whitman (2003) reported a study to identify and rank different threats. Ac-
cording to the study the top three threats were deliberate software attacks, technical soft-
ware failures or errors and act of human error or failure. 
Information protection happens in different ways and is aimed at preventing damage, copy-
ing, distortion or blocking access to information (Search Inform 2019). Layered defence is the 
best way to protect data and information, but it should also be remembered that risks are al-
ways present (Alexander 2008). The information and knowledge that company employees 
have are usually secured with classification policies with the aim to limit the possibilities of 
information leaks. This is enforced with policies, guidelines and non-disclosure agreements 
given to the employees to prevent them from giving the information to people without au-
thorisation or to outside parties. As a part of information security, risk management identifies 
risks to their security processes, creating guidelines to mitigate or avoid the effectiveness of 
risks to the company’s infrastructure. Encryption, authentication, information backup and 
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safeguarding physical targets (servers, computers) that withhold information are all tools of 
information security to enforce the CIA triad to prevent data and information loss. Some 
other vulnerabilities that information security could face are failures in software or hard-
ware, lack of guidelines and protocols in information exchange and inadequate operational 
processes. (Andress 2014) 
2.3 Information Security Policy 
The basic need for any security policy is simple: it protects the organisation (Greene 2014). 
They aim to maintain a set of principles and instructions which enforce a better security cul-
ture. If followed correctly, policies prevent and mitigate security threats within the working 
environment. Regarding information security, a good policy is a plan that defines critical as-
sets of the company, how they must be handled and how to operate within the organisation’s 
secured systems. An aspect of this is how to respond to possible incidents or threats.  An in-
formation security policy explains staff’s responsibility within an organisation. (Danchev 2003) 
Policies could be considered the law of an organisation and are mandatory (Wood 2005). 
While every policy is individual to each company, they are often created to comply with a 
specific standard. A standard is essentially a framework that can be used to create a policy. 
Standards cover things such as implementation, system and software specifications. Interna-
tional Organization for Standardization (ISO) is a standard series meant to help organisations 
with creating policies and its frameworks are used universally. The ISO27000 series of stand-
ards is the leading standard specific to handling information security policies (Kosutic 2014). 
2.4 Information Classification 
The simplest explanation for information classification would be the “need-to-know-basis”. 
This means that information within a company is distributed by who needs specific infor-
mation. For example, a security infrastructure maintenance employee would need to know 
specific information of the physical infrastructure to understand it and to be able to repair 
detected faults, while a software engineer does not need the same level of information. The 
highest knowledge should always be with the leadership and management of a company as 
the asset owner (in this case the company) is always responsible for the classification (Kosutic 
2014). Information is classified with different levels. Levels of classification according to 
Katakri (based on internationally used classification levels): 
• Secret 
• Confidential 
• Restricted 
  12 
 
 
Depending on the size and field of the company, more levels of classification may be used or 
needed (Kosutic 2014). The idea with classifying information is to limit the possibilities of 
sensitive data ending up in the wrong hands. “Having established that companies should clas-
sify their data, it is important to understand what an effective information classification sys-
tem should accomplish. That is to categorize information so as to communicate company-en-
dorsed safeguards for information confidentiality, integrity and availability. An effective data 
classification system should also be easy to understand, use and maintain” (Fowler, 2003, p. 
4). 
2.5 Restricting the Availability of Information 
What information restriction in this context refers to is the process in which sensitive infor-
mation is given to a third party under specific circumstances, for example a collaboration 
with a third party that would benefit the company in some way. When the information is 
given, some sort of actions is required to make sure the information stays with the authorised 
people and not end up any to anyone else than who it is meant for. In general, these situa-
tions are handled with non-disclosure agreements (Alexander 2008). 
When information is given out, there should usually be someone responsible for the infor-
mation on behalf of the company. Generally, the person who is involved in the process is the 
one responsible. 
2.6 Katakri 
Katakri is the information security auditing tool for authorities and it was first produced in 
2009, with the latest updated version being from 2015. It was created as a collaboration be-
tween different authorities with the Ministry of Defence in the lead. It is used to assess an or-
ganisations ability to protect classified information, however it does not set mandatory re-
quirements. Instead, based on national legislation (most importantly Government Degree on 
Information Security in Central Government (681/2020)) and international security obligations 
such as Council Decision on the Security Rules of protecting EU Classified Information 
(2013/488/EU) it provides basic principles and minimum requirements for protecting EU Clas-
sified Information (EUCI). Katakri combines the minimum requirements for information secu-
rity. The requirements are divided into three subdivisions: 
• Security Management: ensuring that security management abilities and skills are at a 
proper level 
• Physical Security: for the description of physical environment of classified information 
• Information Assurance: requirements of the IT environment. 
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Figure 3 The Katakri evaluation process (Katakri 2015, 70) 
Katakri as an audit tool can be used to assess for a Facility Security Clearance (FSC), the im-
plementation of security arrangements and authorities’ information assurance. Additionally, 
security measures can be supported and developed with the help of Katakri. The general abil-
ity to protect classified information is what Katakri is used to assess. 
The requirements that Katakri describes, laid down by the Council’s Security Rules, are based 
on the fundamentals collectively approved by the EU member states and thus provides a good 
basis for classified information protection for companies, authorities and organisations in Fin-
land. (Katakri 2015) 
3 Methodology 
Aim of the research is to create suggestions for developing the case company’s information 
classification policy. To reach this goal, two research questions were made to gather infor-
mation: 
• How should the policy on information classification be like within the case company? 
• What is the current state of the policy within the case company? 
The methods used to gather information for these questions were an interview and a ques-
tionnaire. The interview was done with the CSO/Vice President of the company, focusing on 
the first research question with figuring out what needs to be done to the policy, what is the 
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goal of the development and what is the policy based on. The questionnaire was aimed for 
the second question and done with responses from the employees of the company. This was 
to determine the general knowledge of the policy. The methods were selected for this thesis 
as they were considered helpful in recovering information needed to reach the goal of the 
thesis. The interview was easy to conduct as the CSO/Vice President was interested in the 
topic’s development and the questionnaire would support the end goal with a point of view 
from the employee perspective. 
3.1 Introduction of Methodologies 
An interview as a research method is conducted with a small number of respondents at a time 
to figure out their ideas and opinions for a specific topic (Dudovskiy). The advantage of an in-
terview is the possibility to collect more detailed information towards a topic and is usually 
considered a qualitative research method. Disadvantages of an interview are related to time 
requirements as well as arrangement difficulties with the different parties. Interview was se-
lected as a method for this thesis in order to better understand different aspects (what it is 
based on, how is it handled currently) of the policy and its improvement (what needs to be 
done). With an interview this information can be attained in an efficient manner as the inter-
viewee has the right information regarding the policy. 
A questionnaire is a method where usually a form is sent out to recipients with several ques-
tions, to which they then reply (Dudovskiy). The answer options given can be multiple choice 
or open-ended. The advantage of a questionnaire is the speed of which information can be 
gathered from several recipients at once. Disadvantage however can be the recipient’s misun-
derstanding of a question/questions or lack of interest to answer properly. A questionnaire 
can be considered both qualitative and quantitative, depending on the type of the question-
naire (open-ended vs. multiple choice, for example). The questionnaire was selected as a 
method for this thesis to easily gather a larger amount of data from the employees. This helps 
to create a better idea of what the employees think about the policy and to find solutions on 
how to develop the general knowledge of the policy within the company. The questionnaire 
was an easy way to gather enough information with a shorter schedule. 
3.2 Interview 
Initially questions were made to support getting answers to the first research question. As it 
was already agreed that the interview will be conducted with the CSO/Vice President of the 
company, the source of valid information was secured. The main themes for the interview 
were: 
• What is the policy based on? 
• How is it put into practice within the company? 
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• Levels of classification? 
• Desire for development? 
• What is the end goal? 
Discussion based on these questions revealed some information that these questions did not 
necessarily intend to find, which further increased the usefulness of the information for the 
development process of the policy. 
3.3 Questionnaire 
To find out what the current situation of the policy within the company is, a questionnaire 
was conducted. The main point of the questionnaire was to figure out how well the employ-
ees know the policy, if they know where to find it, the main features as well as if they know 
the need and meaning of the policy in regard of information security. Questions about the 
company’s employee’s own ideas of improvement were also featured. 
The questionnaire was created as a simple form in google docs with a total of 13 questions 
consisting of yes and no type of questions, few multiple-choice questions and a few open 
questions. After the basic questionnaire was finished it was sent into the corporate security 
unit of the case company for review and ideas for improvement. This took about a week after 
which some small changes were made to the questionnaire, mainly to clear up some terminol-
ogy as well as add a few questions. After the “test” of the questionnaire, it was decided with 
the CSO/Vice President of the company that the questionnaire would be aimed towards team 
leaders and other personnel in a supervisory position to a total of 50 recipients out of which 
only 19 answered. The time to answer the questionnaire was only two weeks due to overall 
scheduling difficulties both before and after the conduct of the questionnaire. The question-
naire is considered qualitative in this thesis. 
4 Results 
In this chapter the results from the interview and questionnaire are presented. The findings 
of the research are then used as a base for conclusions, which are explained later in chapter 
5 of the thesis. 
4.1 Interview 
The main point of the interview was to set a goal of what the policy should be like and when 
doing the interview, the CSO/Vice President of the case company gave direct and clear an-
swers on the biggest points of improvement. One thing that was discussed was the lack of a 
unified policy document as currently the policy is split into separate smaller sections within 
other policies. To have all the information of the policy in one place would be an essential 
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part of spreading the knowledge of the contents as well as improving the policy in general. 
During the interview it became apparent that the policy is based on the KATAKRI standard. 
The main theme regarding development of the policy turned out to be the lack of a descrip-
tion for information’s life cycle. This means that when a document is made within the com-
pany, it gets classified and archived and later there might be a need to give the said infor-
mation out to a third party. In the policy there are clear instructions of how the information 
can be given out and what processes it includes (non-disclosure agreements, for example), 
but there is a lack of proper instructions, for example in retaining the material that has been 
given out. Another theme related to this was the lack of a tracking system for what infor-
mation has been copied, by who, when and for what reason. It is apparent how important a 
system would be regarding the overall security culture of the company.  
 
Figure 4 An example of an information life cycle (Borek, Parlikad, Webb and Woodall 2014) 
4.2 Questionnaire 
The questionnaire received 19 replies and to analyse them, an analytical framework was done 
in excel format. The framework consisted of six brackets: 
• The questions in order 
• Green, yellow and red colour-coded brackets out of which one was marked with an X 
to represent the need for attention for each question’s topic 
• General comments for analysing each question and the replies given to them 
• Themes that were found in the replies for each individual question 
Additionally, a separate bracket below the framework itself held the complete conclusion of 
the analysis. Some questions received replies that were evenly split to two answers, even if 
there were multiple choices, while some other questions received a bigger sparsity. 
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Figure 5 Replies to question 1 of the questionnaire 
Most of the replies came from people who had worked in the company for six years or longer, 
only two had worked for less (one less than two years and the other between four to six 
years). This leads to the assumption that the overall experience for example the use of the 
company’s internal systems (intranet, communications etc.) is in a good state. This means 
that overall people should know where to find the things they need for their everyday work 
routines. 
 
Figure 6 Replies to question 2 of the questionnaire 
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When asking the recipients about their current knowledge of the policy on information classi-
fication and restriction, the knowledge of the policy existing was present. Four recipients 
were not at all aware of the policy. None of the recipients were fully aware of the policy. 
 
Figure 7 Replies to question 3 of the questionnaire 
On the third question the answers were split, with about half of the recipients not knowing 
where to find the policy at all. 
 
Figure 8 Replies to question 4 a) of the questionnaire 
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Fourth question was about discussing the policy within the company and like the previous 
question, the same amount of people had never even discussed the policy during their em-
ployment. When looking at the individual responses, the connection between the answers to 
this question and the previous one was apparent with the same people answering “no”. 
Next question was a follow-up question to the previous one regarding when the policy should 
be discussed, and it was the first question with open-ended answers. With this question the 
first themes also surfaced: 
• Discussion should happen at the beginning of employment 
• Regular reminders to keep up to date with the policy 
One response was that the policy should be discussed with proper time, while another one 
thought that it should be just a small part of a normal meeting and not something that takes 
too much time. 
 
Figure 9 Replies to question 5 of the questionnaire 
Clarity on the policy did not seem to be on a great level. Half of the recipients felt that the 
policy is not clear enough. Considering the amount of replies about the general knowledge of 
the policy it is not surprising that the recipients felt it to be unclear. 
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Figure 10 Replies to question 6 a) of the questionnaire 
When asking if the policy could or should be improved, the same trend continued. The half 
that felt the policy could or should be improved had some similarities with answers to the 
previous questions. On the other hand, this meant that since the respondents who do not 
even necessarily know where to find the policy (or have no knowledge of it) will feel that an 
improvement is needed. People who did have knowledge of the policy felt that improvements 
are needed. The follow up question as to how the recipients would improve the policy re-
vealed three themes: 
• Easy to find and access 
• Easy to comprehend 
• Would include some sort of examples of how the policy works in practice 
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Figure 11 Replies to question 7 of the questionnaire 
When asking about the general knowledge of the classification levels, most people only partly 
knew them. With this question the main theme is centred around if everyone needs to know 
the different levels especially if they do not need it regarding their own work. It could poten-
tially be so that the focus could be more on making sure that everyone knows where to find 
this information rather than everyone needing to know the levels of classification. 
Related to the previous question, the theme is again related to if everyone needs to know the 
different levels and would it be better to just focus on making sure everyone knows where to 
find the information. 
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Figure 12 Replies to question 8 of the questionnaire 
Question 8 relates to an individual’s ability to determine what should fall into the classified 
information categories regarding their own work (creating or handling classified information 
mainly). With this question again it needs to be taken into consideration who requires this in-
formation. For example, someone who is often working on creating and updating documents 
should be much more aware of this compared to someone who would possibly just read the 
information or otherwise handle it. 
 
Figure 13 Replies to question 9 a) of the questionnaire 
When it comes down to the general knowledge of the policy’s instructions regarding handing 
out classified information, it seems to be on a good ground. However, with this question as 
well it needs to be considered who needs to know the instructions regarding their own work 
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and who does not. Once again, it would be more important to emphasize where to find the 
information. 
Follow-up question was if the respondents did not feel the need for any improvement on pol-
icy, why would it be so. The question received similar responses as the question earlier on. A 
minor theme about opening the meanings behind the different classification levels would be 
appreciated. This means explaining what kind of authority is eligible for each classification, 
what would be the reasoning for each level of classification etc. 
Last question was directly relating to the knowledge of information security within the com-
pany. The answers to this question were mostly well-based. The main points with the re-
sponses were possible security breaches that could potentially lead to financial losses as well 
as the loss of confidential information or important infrastructural security information. 
5 Conclusions 
These suggestions are based on the results of the interview, the questionnaire and the overall 
culture of Company X of having policies in general written out in document form. However, 
the structure should follow the Katakri criteria. Katakri as a tool is meant to be used as a 
whole, not only specific subdivisions. 
First thing to keep in mind should be the scope of the policy. As the policy instructions al-
ready exist in some form (as parts of other documents/policies), the basis on where to start 
would be to gather all current information. Then it should be evaluated to determine the im-
portance and accuracy of each section. If some information would be outdated for example, 
it should be updated before being added to the new document to make sure it still fits the 
Katakri requirements. 
5.1 Interview 
During the interview, it became apparent that the biggest target of improvement is as the 
original reason for this development project was, the lack of one unified document. While 
Katakri only sets requirements on practices, major policies such as this should have their own 
dedicated document as mentioned in subdivision T, section 04 it is mentioned that “the or-
ganisation documents the most important parts of monitoring and security measures” (Katakri 
2015, 8). With all the information of the topic for ease of accessibility for the employees, it 
would promote a security culture where all information practices, procedures and overall 
guidelines are explained in a document. But as the lack of a unified policy document was 
quite apparent from the beginning, these conclusions will focus on what should the policy in-
clude and in what scope. As previously already mentioned, the other point of development 
based on the interview is a full instruction (or description) of the life cycle of information. 
The emphasis should be on the handling and retaining of information that is handed out in a 
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physical form. While not directly implying a procedure for retaining physical information 
given out, it is mentioned that “information of copies is marked on a diary or registers or is 
listed in some other respective manner” (Katakri 2015, 56). This backs up the fact that a sys-
tem should be considered to keep track of where copies of information have been used. Com-
pared to all the other development objects and what was understood during the interview, 
this is something that is mentioned in Katakri and should gain some attention to develop-
ment. It needs to be mentioned that when it comes down to creating a system to track the 
copies of different information, there will be no suggestions on how it should be created. 
That falls out of the scope of this thesis and will only be mentioned as something that should 
be done. The technicalities of the system are up for Company X to create. 
5.2 Questionnaire 
Most of the answers to the questionnaire were quite evenly split, with about half of the peo-
ple not having much information about the policy. When looking at the individual responses, 
the answers that had no or little knowledge to the questions about the different areas of the 
policy were consistently the same respondents.  The main things to improve the policy should 
be a focus on the accessibility and making sure that everyone is at least aware of it. Many of 
the answers claimed never to have discussed the policy. Especially at the beginning of an em-
ployment, this topic could be discussed. When there is discussion of the policy, it would be 
recommended to go through the guidelines more in depth with people who will have to know 
the policy regarding their own work. People who do not necessarily need to know all the in-
formation within the policy should at least be informed of where to find the policy. Having 
the policy be easy to read and consistent with possible practical examples would be good to 
include. Taking into consideration that the company's classification has only four levels, this 
information could be known by every employee (even if a specific employee would not neces-
sarily need to know them regarding their work) just to promote the security environment of 
the company. It also needs to be mentioned that 17 out of 19 respondents had worked within 
the company for more than 6 years. When most people with a good amount of experience are 
still not familiar with the policy it further increases the need on having employees know of 
the existence of the policy. 
5.3 Approach to the Development Process 
The approach to the development process could start with the main issues that the current 
policy has and what needs to be transferred into the new policy documentation. A good point 
to start would be a clear setup for the contents that the policy should include. After that, ex-
pand further ideas from there. Based on the responses from the questionnaire as well as the 
interview the main points to address would be: 
  25 
 
 
• Creating a clear document that will include all the steps needed for possible third-
party interaction, with instructions on how to deal with material that is given out be-
fore, during and after third-party interaction (as described in Katakri) 
• Listing of the different classification levels and explaining the need and differences 
between them (as described in Katakri) 
• Making sure the policy is easy to find and access and making sure knowledge of the 
policy is on a good level to support the security culture of the company 
• Making sure that the policy is discussed in at least a few stages at the beginning of 
employment with frequent reminders later especially when updates on the policy are 
possibly made 
5.4 Additional Suggestions to Policy Creation 
When it comes to the overall contents of the document, besides having all the information 
written out and detailed, it could also have a few additional sections. Based on the replies to 
the questionnaire, a quick reference section as well as a practical example section could be 
included. However, these should only be minor parts in the overall document but could be of 
importance for security culture promotion within the company. Main information of the policy 
being available for a quick reference would make it easier for employees who do not continu-
ously need to work on information documents to keep track of the overall policy. 
Keeping people up to date with the policy could be enforced. The policy could be discussed at 
the start of employment and properly shown and explained to the new employee. After the 
initial discussion frequent reminders to check the policy (especially if updates have hap-
pened) could be done, for example in team meetings. Overall knowledge of the policy could 
be considered more important than everyone knowing it by heart. 
The document could also include all four classification levels with descriptions on their differ-
ences and status. This was mentioned in the replies to the questionnaire and while not the 
most important feature, it would be a good addition to the overall knowledge base that the 
policy document includes. 
Overall, the document should be clear and informative, with an easy-to-find location within 
the company’s internal systems. To ensure this, the document could have one named person 
responsible for its integrity, availability and relevance. With these suggestions the document 
for the policy can be created into a solid, understandable and quickly referred form. 
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